ConfiguringOff-host Backups

Symantec Backup Exec and
Dell EqualLogic PS Series SANs
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CurrentSituation

Microsoft Exchange Server and
administrators need to ensure t
is maintained 24 houra day, 7 d
potential of quickly escalating in
to become unavailable.

The Symantec Bagg Exec Advanced Diblased Backup Option (ADBO) coupled with the snapshotting capabilities o

Dell EqualLogic Storage Arrays
recovery and ofhost backup suy
2005, and 2008. This solution €
quickly brings applications back
Service (VSS) capabilities built
Windows Server® 2003 and 20

Configuring Off-host Backups

SQL Serverare mi&shih GG A OF £ O2YLRySyda Ay G2RI @&
nhat access to data and email communications for employees, customers, and partr
ays a week. The greater reliance on all forms of electronic communication raises t
to a business disaster when any event causes rigigtahemail and database data

are combined to create a comprehensive solution for customers that want quick
pport for MicrosoftkEhange Server 2003 and 2007 and Microsoft SQL Server 2000,
liminates backup windows, reduces the performance load on application servers,
online after data corruption issues. Thigsdkierages the Volume Shadow Copy
nto Microsoft Exchange Server 2003 and 2007, Microsoft SQL Server, and Micros
D8 and the hardware snapshot capabilities of Dell EqualLogic Storage Arrays.
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LAN

How does Ofthost Backup Wark?

Exchange

Off-host backup minimizes th

3) The snapshot is moun
the SAN instead of the

Solution Components

ISCSI SAN

An ofthost backup is performed on the following manner:

1) The Backup Exec mediarver in conjunction with Backup Exec Remote Agent installed on the protected
server (Exchange in this example) prepare the remote server for protection
2) TheEgaf [ 23A 0 {G2N}X3S ! NNI & ONBIGSa || aylLakz2id 27
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EquallLogic
Storage

Tape Library

impact to the LAN by moving backup data across the SAN during the backup pro

ed directly to the Backup Exec media server and the backup data flows directly ac
LAN.
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Backup Exec

Backup Exec 12.5 for Window

systems, providing comprehensive disk and tape backup and recovery support for Winaeggsenvironments.

Continuous data protection ar
helps to ensure tht business c

Advanced Distbased Backup

Enables faster backups and restores through advanceebdiséd backup and recovery, including Synthetic and Off
Host backups to péorm zero impact backups. Synthetic backups reduce backup windows and network bandwidtt
ct the original client. New true image restore functionality automatically restores data

requirements and do not impa
sets sequentially, simplifying 1
the remote computer by proce
instead of on the remote com

Advanced Open File Option

TheSymantec Backup Exec fc
image technologies designed
protecting open files and man

Agent for Windows Systems

The Remote Agent is a syster
provides faster backup proces
extensive network interaction.

server then processes as a Si
which require muliple requests

Servers is the gold standard in Windows data protectibpdicapand virtual

d patepending Granular Recovery Technology for critical Microsoft applications
ritical data is always protected and efficiently restored in seconds.

Option (ADBO)

estores. The-BdEt backup feature enables better backup performance and frees
2ssing the backup operation of the remote computer on a Backup Exec media serv
puter or host computer.

r Windows Servers Advanced Open File Option (AOFO) uses advanced open file
to alleviate issues that are sometimes encountered during backup operations, suc
aging sharesd backup windows.

N service that runs on remote Windows servers and workstations. The Remote Ag
sing by locally performing tasks that in typical backup technologieguirat

The Remote Agent processes backup data into a continuous stream that the med
ngle task. This method provides better data transfer rates over traditional technolo
5 and acknowledgments between the media server and the remote server.
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Agent for Microsoft Exchange

Backup Exec Agent for Exchange provides continuous data protection for Exchange Server and revolutionizes d

protection and recovery bglim
recovery of individual messag

Technology. Additionally, administrators do no need to run a mgi{or MAPI) backup, which significantly reduces
the number of backups, time and cost required to protect Exchange. With Granular Recovery Technology, the

Exchange Agent can granular
backups. Backup Exec Agen
2003, and 2007 data while the

Agent for Microsoft SQL Serv

Efficiently eliminate the daily k
have been made right up to th
allow IT administrators to rest
of the actual data streams bei
2005 snapshots are integrate
recovery in seconds. This age
with granular protection on 32

Dell EqualLogic Hosthiegratior

The Dell EqualLogic Host Inte
fast provisioning of Windows ¢

Manager VSS praler and VSS
(VSS) backup operations.

Server

nating the daily backup window for Exchange backup jobs while still allowing
es, folders and mailb@xesseconds with paterpending Granular Recovery

ly recover from a single full backup, eliminating the need for mxitilede
for Exchange provide fast, flexible technology that protects vital Exchange Server
2 application is still online.

(1%
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packupindow for SQL servers and enable recovery of database transactions that
e time of the hardware or software failure. Additionally, flexible recovery options
ore SQL databases to destinations ttharwhere they originated, directing a copy

] into the Backup Exec catalog for a consolidated look at edlpieseavailable for
nt provides SQL Server 7.0, SQL Server 2000, SQL Server 2005 and 2008 admin
and 64bit systems down to the individual database or file group.

Tools

gration Tools integrated Windows systems with PS Series storage arrays. This al
Systems on a PS Series SAN. The Host Integration Tools inchBtepaubd
requests that enables you to implement Microsoft Volume Shadow Copy Service
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Dell EqualLogic iSCSI Storage Arrays

Dell EqualLogic storage solutions deliver the benefits of consolidated network storage imasatfingSCSI
storage area network that is affordable and easy to use, regardless of scale. By eliminating complex tasks and

enabling fast and flexible storage provisioning, these solutions dramatically reduce the cost of storage acquisition

and ongoing operatios.

The process for configuring Backup Exec fortadst backups includes:

1. Installing the Dell EqualLogic Host Integration Tools on the Backup Exec Media Server

2. Configuring the Backup Exec Media Server for access to the iISCSI array, and snapshotisetimaf are
protected.

3. Installing the Backup Exec options on the media server and the remote server that is being protected usi
off-host backups.

4. Configuring and running offost backup jobs.

5. Configuring and running restores of data that has been backeding tiee offhost backup methodology
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Installing the Dell EqualLogic Host Integration Tools on the Backup Exec Media Server

This process assumes that the Dell EqualLogic array has already been setup and configured. The Backup Exec
server will be addd to an existing installation.

1. Start the installation of the Dell EqualLogic Host Integration Tools on the Backup Exec Media Server usin

the installation execu

Host Integration Tools 3.1.2 (64-bit) [ X]

thIe.
@ EcuAaLLOGIC

Welcome to the Host Integration Tools 3.1.2 installation program.

This program will install Host Intearation Tools on your computer. To continue, click Next.

2. ClickNextto begin the

=

Initiator service to allo

o
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Accept the terms of the license agreement and dielktto continue.
4. Select the Typical installation and clid&xtto continue. You may be prompted to start and enable the iSCS

Clickinstall to complete the installation. You may be prompted to enable the Microsoft Multipath /O if it is
not automatically enabled. Sele¥esto enable the Microsoft Multipath 1/0.

nstallation.

W iISCSI traffic. Selesto enable the iSCSHitiator if prompted.
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ClickFinishto complete the installation mrcess.NOTEThe remote setup wizard can be used to configure the
Backup Exec media server for access to the array by seléetimgh Remote Setup Wizardf the remote setup
wizard is not used, the following steps will need to be performed for configuring the access to the array.

Using the Remote Setup Wizard to Configure the Media Server for access to the array

1. SelectConfigure this computer to accessRS series SAdhd clickNextto continue.

Remote Setup Wizard

Welcome to the Remote Setup Wizard

Thiz wizard enables pou to initialize one or more PS Senes araps and create or
expand a PS Senies group [SAN]. You can alzo configure this computer to
accessz a PS Senes SAN or uze Equallogic MPIO.

Mate: The computer must be connected ta the same Ethermet segment az the
array, and Layer 2 multicazting must not be blocked between the zerver and
array.

" Initialize a PS5 Series anay

¥ Configure this computer to access a PS Seres SAMN;

" Configure MPIO zettings for this computer

< Back I Hent » I Cancel

2. ClickAdd Groupand specify th&sroup Name, IP Address, and CHAP credenti@liéickSave.
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Remote Setup Wizard

Graup name: I

Add or Modify Group Info E2

access the SAN

allov thiz computer to access a PS Senes

Save I

iGroup IP address: I 1 . 865 . 21 . 185 to Microzoft services, such az Virtual Disk
opy Service WS5).
u .
o CHAP credentials For Y0533 access ko group ter:
Q h
-l
2 User name: I SYIMC Add Group
= .
g sk ek o Modify Group
= Password: I

¥ Use CHAP credentials For iSCSI discovery

More Informstion

Zancel

Remove Group

ager for SAMs upon ext to create a volume

3. ClickFinishto complete

Manually Configure the Media

Windows 2003

1. Click o Start-> Progra
properties dialogue bo
2. Click on theGeneraltab

¢Back | Mews Finish

the process.

Server for access the array

ms> Microsoft iISCSI Initiator> Microsoft iSCSI InitiatorThe iSCSI Initiator

X appears.

and note that iSCSI initiator name
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iSC5I Initiator Properties

|Dis-:|:|very| Targetsl F'ersistentTargetsI Bound "#'l:ulumes.-’Devicesl

The ISCS| protocol uses the following information o uniguely
identify thiz intiator and authenticate targets.

| |nitiator Mode M ame; igr. 1331 -05. com. microzaft: zumantec-cyzmoi |

To rename the initiator node, click Change.

To authenticate targets using CHAR, click Secret to

specify a CHAP secret. Secret

To configure IPSec Tunnel Mode addreszes. click

Tunnel
Tunnel. =

i

k. | Cancel | Apply

3. Click on theDiscoverytab. ClickAdd. Specify the IP addss of the PS Series Group (insert screenshot).
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iSCSI Initiator Properties

Gerneral Discovery | Targetsl PersistentTargetsI Bound Vu:ulumes.n"Devicesl

— Target Portals

Address IF Addresz

Add Bemove Refresh |

—I15MS Servers

Mame |

Add | Hemove | Refresh |

k. I Cancel | Apply |

4. Click onrargetstab and clickRefresh. If not already done so, this will populate the iSCSI targets that the
media server can access.
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iSC5I Initiator Properties
General I Discovery T argets | Perzistent Targets I Bound Yolumesz/Devices I
Select a target and click Log On to access the storage devices for that

target. Click detailz to see information about the sessions, connections and
devices for that target.

Targets:

iqn, 2001 -05. com, equallogic: O-Ba0506-c8 328, . Inactive
igr. 2007 -05. com.equallogic: 6-3a0900-a6628a...  Inactive

Detailz | Log On... | Refrezh |

k. I Cancel | Amply |

5. If the volume requires CHAP credentials, cdkancedin the Log @ to Target dialog box. Set tikHAP
logon informationcheck box and specify the CHAP user name and secret. The username must match an

access control record for the volume.

Windows 2008

1. Click onStart-> Administrative Tools> iSCSI InitiatorTheiSCSI Initiator properties dialogue box appears.
2. Click on theSeneraltab and note the iISCSI initiator name
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iSCSI Initiator Properties [ X r

Favorite Targets I Volumes and Devices | RADIUS
General | Discovery | Targets

iSCSI devices are disk, tapes, CDs, and other storage devices on
another computer on your network that you can connect to.

Your computer is called an initiator because it initiates the connection to
the iSCSI device, which is called a target.

| Initiator Name iqn. 1991-05.com. microsoft:djdp67dz |
To rename the initiator, dick Change. Change...
To use mutual CHAP authentication for verifying
targets, set up a CHAP secret. Secret |
To set up IPsec tunnel mode addresses, Set
dick Set up. o
What is iSCSI ?
OK | Cancel Apply

o

3. Click on theDiscoveryts
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clickRefresh. If not already done so, this will populate the iISCSI targets that the
) access.
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