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Introduction

Symantec Backup Exec™ System Recovery Server Edition delivers a rapid, reliable approach to
bare-metal recovery of critical systems, whether the problem has been caused by operating system
corruption, catastrophic failures, viruses, worms, user errors, or complete hardware failure.

Using hot snapshot technology, Backup Exec System Recovery captures and encapsulates all
server files and configurations in one easy-to-manage recovery point. Because Backup Exec
System Recovery works at a sector level, it captures the entire operating system, applications,
databases, registry, configurations settings, profiles, etc. You can create full or incremental
recovery points throughout the day without interrupting user productivity or application usage.

When a system fails, Backup Exec System Recovery can restore that system completely,
eliminating the need for administrators to reinstall, reconfigure, and repatch operating systems,
applications, system settings or personalities. This comprehensive, one-step restoration greatly
improves recovery speeds, enhancing system availability and helping organizations comply with
government regulations regarding risk management and information integrity. Through a special
partnership with Dell, Symantec has made this process even easier.

Why Dell?

When purchased through Dell, Backup Exec System Recovery Server Edition provides additional
ease of use and added features that are unavailable out-of-the-box with any other server hardware
vendor. These features include:

Simpler, key-code-based licensing
Dell drivers included in Symantec Recovery Disk
Lights-out restore capability via Dell DRAC

Licensing

When Backup Exec System Recovery Server Edition is purchased through traditional methods, it is
normally licensed through Symantec’s Certificate Based licensing schema. The customer must
register with Symantec and a license certificate is created and sent to the customer. The license
certificate contains a serial number that is used to generate the user's Symantec License File (.slf)
from the Symantec Licensing Portal.
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Through a special partnership agreement, customers who purchase Backup Exec System
Recovery through Dell do not have to license their Backup Exec System Recovery installation
using the traditional certificate licensing process above. When purchased through Dell, customers
receive a key code included with their Backup Exec System Recovery CDs and simply go through
the install process and enter in the included key code. The customer can then begin using Backup
Exec System Recovery immediately. See the dialog below.

& Symantec Backup Exec System Recovery

Product Activation
Enter 5 walid product key to enable all of the features of Symantec Backup Exec System
Recaovery,

“Your trial pariod expires in 30 days. Wwhen the tial period ends, Symantec Backup Exec System Recovery wil no
longer protect your compter, fles. o folders

IF this iz & trisl product and pou do nat have a product key, purchase ane taday at the Symantsc Global Store

@ I've alieady purchased the product and have a product key
Product key

€ Activate later [30 days remaining]

. < Back I Next > Cancel |

Additionally, by using a key-code-based licensing schema, it is easier for an administrator to
automate the process of installing additional instances of Backup Exec System Recovery in their
environment. IT administrators can store the Backup Exec System Recovery license key codes in
their license repository and have those codes automatically applied to installations of Backup Exec
System Recovery.

While this different licensing process makes for a simpler, more streamlined installation process for
the Dell customer, the greater differences are from the System Restore Disk included with Backup
Exec System Recovery.

Symantec Recovery Disk

When a hardware failure occurs, or you're attempting to migrate an existing server to new
hardware, one of the greatest challenges comes at the hardware level. Simply taking a snapshot of
a server and installing it on dissimilar hardware can be problematic. Different hardware with
different chipsets, mass storage controllers, NICs, etc. prevent a simple restoration or migration of
your servers to new hardware.

Symantec has partnered with Dell to help eliminate the issues that most often prevent
administrators from restoring their Backup Exec System Recovery snapshots to new hardware, as
well as make it simple to migrate your existing servers to new Dell server hardware.
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When an older system fails, must be returned on lease, or needs to be repurposed for another role,
Backup Exec System Recovery simplifies the recovery or migration process. The exact
configuration of the existing system can be replicated on new Dell hardware without the need to
reinstall and reconfigure operating systems, applications, system settings, and data.

With a traditional bare-metal restore to dissimilar hardware, manual collection and maintenance of
the media and configuration files for the various boot environments can pose an incredible
challenge. Each server will have a potentially unique configuration, and records of those
configurations must be up-to-date to perform an exact restoration.

The Symantec Recovery Disk included with Backup Exec System Recovery includes many of the
generic drivers that are commonly used in servers today. When Backup Exec System Recovery is
purchased through Dell, the Symantec Recovery Disk includes not only these generic drivers, but
also the Dell-specific drivers required to restore to or migrate to g™ generation and newer Dell
servers. This enables the administrator to simply insert the Symantec Recovery Disk in an g™
generation or newer Dell server, and restore or migrate the server snapshot to the Dell hardware
for a seamless restore or migration process.

INSTALLATION

In order to recover or migrate a server using the Symantec Recovery Disk, you must first install
Backup Exec System Recovery Server Edition on the server that you want to recover or migrate
from. The installation will then be used to capture a snapshot of that server.

1. Insert the Symantec Backup Exec System Recovery product CD into the CD drive of
your server.

2. The installation should start automatically. If the installation program does not start,
on the Windows taskbar, click Start > Run , type the following command, then click
OK.

<drive>: \autorun.exe

Where <drive> is the letter of the CD drive of your server.
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3. In the CD browser panel, click Install Backup Exec System Recovery

4. Accept the Symantec End User License Agreement.

5. If you choose to change the default location for the Backup Exec System Recovery
program files, click Change and then locate the folder in which you want to install
Backup Exec System Recovery. Otherwise, click Next to use the default location.
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6. If you want to customize your settings, click Custom > Next to change your settings.
By default, all options are installed.
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7. Once you've made your selections, click Install . A progress screen will show the
status of the installation.

8. Once the installation is complete, click Finish .
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COMPLETING THE INSTALLATION

Now that you have installed Backup Exec System Recovery, you need to license your product and
run LiveUpdate to check for product updates. Then you can configure your first backup.

As described in the “Licensing” section earlier in this document, there is no need to go to the
Symantec Licensing Portal to create an account, enter customer information, etc. Your serial
number is printed on the key card that was provided with your Backup Exec System Recovery
media.

1. When you first run Backup Exec System Recovery, you are greeted by the Welcome
screen below.

2. Click Next.
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3. Enter the Product Key number provided on the key card with your Backup Exec System
Recovery media.

4. Click Start for LiveUpdate to search for any Backup Exec System Recovery updates.
Your installation will be completed once any applicable updates have been downloaded.

CREATING YOUR FIRST BACKUP

Because the Symantec Recovery Disk included with Backup Exec System Recovery already
includes drivers for Dell, there is no need to go through the standard steps to create a new
Symantec Recovery Disk for your Dell Server. Symantec has worked closely with Dell to include all
current Mass Storage and NIC drivers as well as these drivers back to Dell g" generation servers.
This makes it simple and easy to migrate your server to new Dell hardware!

Backup Exec System Recovery is installed in the Windows Program Files folder by default. During
the installation, a program icon is installed in the Windows system tray from which you can open
Backup Exec System Recovery. You can also open Backup Exec System Recovery from the
Windows Start menu.

When you run Backup Exec System Recovery for the first time, you will see a screen similar to the
screen below warning you that you have not yet created a recovery point.
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Note: There are several configuration options available when first running Backup Exec System
Recovery. These are discussed in the Symantec Backup Exec System Recovery User’s Guide,

which you can access here:
http://ftp.support.veritas.com/pub/support/products/Backup Exec_System_Recovery Server_ Editio

n/290717.pdf.

When you run your first recovery point snapshot, you will be prompted to define a new job. To
simplify this, Backup Exec System Recovery includes a wizard that will help you define this new

job.
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The wizard provides you with the option of performing a backup of the whole server, or just
selected files and folders. As we are going to migrate our server to new Dell hardware, we will
choose to back up the computer.

Backup Exec System Recovery can back up multiple drives on your server, if needed. Each drive
can be selected or deselected.
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When prompted to Recovery point type, we recommend that you create a recovery point and then
take incremental snapshots thereafter. This requires less time and uses less disk space than
creating an independent recovery point each time. You can change this setting later, if you want.
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Next you will need to define your Backup Destination. The Backup Destination can be a server
share, an attached drive, or other type of destination. You can also include any network credentials
that may be required for the backup destination.

Incremental backups can be scheduled within Backup Exec System Recovery. You can also
specify how often to set a new recovery point (monthly, quarterly, etc).
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Once you've finished making your selections in the Define Backup Wizard, you can review those
selections before continuing.

Backup Exec System Recovery will create the recovery point and then begin backing up your
server to the destination that you specified. You can adjust performance depending on available
resources.
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Once completed, Backup Exec System Recovery will show that your server status is backed up.

MIGRATE THE OLD SERVER BACKUP TO YOUR NEW DELL SERV ER

Insert the Symantec Recovery Disk into the CD/DVD drive of your server and boot. Because
Symantec already included the Mass Storage and NIC drivers on the Symantec Recovery Disk,
you can restore your backup to your new Dell server.

When prompted, press any key to boot from the Symantec Recovery Disk.
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Your server will boot from the embedded Windows files on the Symantec Recovery Disk.

Drivers will load automatically during the boot process.
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Accept the Symantec Backup Exec System Recovery End User License Agreement.
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Depending on where your have stored your Backup Exec System Recovery snapshot, you will
most likely want to start networking services. Networking services are started as a default, so if you
don’t make a selection, services will be started automatically.

Once network services have loaded, you'll be greeted by the main Backup Exec System Recovery
dialog. Here you can choose to recover your server, start pcAnywhere™ thin host to allow another
computer to connect to yours, map a network drive to access files on your network, or load any
necessary drivers.

Within the Recover tab, you can choose to recover your computer, or simply recover files. The
ability to recover specific files that may have been damaged, corrupted, or deleted can save time
compared to recovering an entire server.
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In the Analyze tab, you have the option to check your hard disk for errors, explore files and folders
on your computer, or open a command shell window.

The Networking tools tab gives you several options, including running an IP configuration utility,
ping a remote computer, set network card speed, or configure network connection settings.
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There are several utilities available for use. You can change the active partition, make changes to
the partition table, edit the boot .ini, etc.
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Return to the main Recovery dialog and select to recover your computer. This will start the Recover
My Computer Wizard, which will walk you through the process of recovering the server snapshot
that you took earlier. To begin the restore process, click Next.

This next step in the wizard allows you to choose which of the recovery points you want to restore.
You can choose to recover the server as it was earlier today, or even how it was configured two
months ago.
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Once you've selected which restore point you want to use, a summary is presented for your review.

You have the option to specify the target drive in your server. This is especially useful when
restoring or migrating to a Server with multiple drives (as we are).
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The Recovery options dialog presents you with several options that are available to use in your
recovery.

Finally, you are presented with a summary of the choices made in the Recover My Computer
Wizard. Review the selections you have made and then click Finish .

25 :: EXCLUSIVE ADVANTAGES OF SYMANTEC BACKUP EXEC SYSTEM RECOVERY FOR DELL SERVER CUSTOMERS



Your recovery will begin. A progress dialog will keep you updated with time remaining and notify
you when the recovery is complete.

When your recovery is complete, you will be prompted to restart your computer. Click Yes to reboot
your server.
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Your Dell server will boot and the restore will be complete.

LightsOut Restore Capability

The Symantec Backup Exec System Recovery LightsOut Restore capability eliminates the need for
remote onsite IT support by allowing recovery of Dell systems in a remote location or a locked
environment where physical access is not possible, or where blade servers are being used.

The Backup Exec System Recovery LightsOut Restore capability builds on the functionality of the
Symantec Recovery Disk by installing it on the hard drive of each server. A remote administrator
can then boot a server using the Dell DRAC lights-out controller card installed on the server to
access the recovery environment.

When installed, LightsOut Restore offers the option of automatically loading the pcAnywhere thin
host that's built into the recovery environment. This enables a remote administrator to conduct
bare-metal restorations simply by connecting via a secure remotely controlled interface.

Conclusion

When purchased through Dell, Symantec Backup Exec System Recovery Server Edition includes
more features and greater functionality for Dell servers than what is available for any other brand of
server hardware. A more simple licensing process makes it easier for an IT administrator to install
and license Backup Exec System Recovery. Included Dell drivers in the Symantec Recovery Disk
allow administrators to restore or migrate their existing servers to 8" generation and newer Dell
servers without any additional steps, and LightsOut Restore Capability via Dell DRAC controller
make recovery possible on Dell systems in remote, locked down, and blade environments.

EXCLUSIVE ADVANTAGES OF SYMANTEC BACKUP EXEC SYSTEM RECOVERY FOR DELL SERVER CUSTOMERS



