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Introduction

VMware ESX has become a widely adopted, production-worthy technology. Many organizations
now realize that it offers significant benefits, including server consolidation, application partitioning,
and server portability. As with any software solution, however, feature improvements and code
changes require that patches be applied.

The hypervisor is not an operating system—it is a software layer that sits directly on the hardware.
As a result, updating the virtual infrastructure has become a considerable challenge for some.How
do you easily and consistently manage those updates across your entire datacenter?

Altiris, now part of Symantec, provides many different methods for distributing software that can be
leveraged to roll out ESX updates. This document focuses on how to accomplish VMware updates
with Altiris® Software Delivery Solution™, which is a component of Altiris Server Management
Suite™. Software Delivery Solution allows administrators to easily combine one or more individual
updates into a single package for delivery to VMware host virtual servers.

To better convey some of the concepts presented here, an accompanying demonstration video is
also available for this white paper. You can view and download it at
http://ibase.altiris.com/resources/dell/videos/ESX301PatchDelivery.wmv.

Process Overview

Ultimately, the update process can be broken down into four simple steps:

1. Ensure your virtual environment is configured for management. This means that an Altiris
server with Software Delivery Solution for UNIX is installed and functional in your network
and that the Altiris agent is installed on your ESX servers.

2. Download the required ESX patches from VMware’'s Web site onto the Altiris server or an
accessible network share.

3. Create a Software Delivery Package for the patches.

4. Create a software delivery task that will schedule delivery of the package to a collection of
ESX servers.

Now that you have a high level understanding of the process, let’s review each of these steps in
more detail.
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Step-by-Step Instructions

This section provides a detailed review of the steps required to roll out ESX updates with Altiris
software.

MEET THE PRE-REQUISITES

Make sure the Altiris Console is installed on your network. This console is free and is typically
bundled and installed with the Altiris solutions you have purchased. For updating ESX you will want
to have both Altiris Inventory Solution® for Servers and Software Delivery Solution for Servers
installed. Both of these products are bundled with Server Management Suite. They include features
for inventorying and deploying Windows, UNIX, Linux and VMware servers. All of these solutions
plug into the same console and leverage a single agent and database to perform their operations.

When you install your first Altiris solution the console is installed automatically. Once the console is
up and running you can easily install additional Altiris solutions from within the Altiris Console by
going to the Solution Center.

You can access the Solution Center from the Altiris Console menu bar by clicking Configure >
Solution Center.

I 2} Altiris Console 6.5 - Microsoft Internet Explorer g =
Fle Edt View Favorites Tools Help | "
QBack + ) - [ [@ | S search s Favorites €2 | (O L
addvess [&] hp flacahastialtis/Console] B2

altiris' console seslhist = DF TiRd st o /- OV I

Home Wiew Manage Tools Reports Configure Help >

Solution Center

Welcome to the Altiris Solution Center!

Click here if this is your first time here, or if you are unsure of how to proceed. Click here to view the Altiris Beta Agreement if you plan on
installing any Beta software.

J Available Solutions [ Currently Installed | Settings

altiris Monitor Solution for Servers 6.0.,1337 6.0,1337 Released &

Altiris Out of Band Management Solution 6.1.1027 6.1.1027

altiris Patch Management Solution for Linux 6.2.1182 §.2.1182

altiris Patch Management Solution for Windows 6.2.3644 6.2.2644 Released

Altiris Quarantine Solution 6.0.1217 Released

altiris Recovery Solution 6.2.2760 Released

altiris Removable Storage Security Solution 6.0,357

altiris Security Solution for Handhelds 6.1.1033 Released

altiris Software Delivery Solution for Mac 6.1.2032 6.1.2032 Released

altiris Software Delivery Solution for Pocket PC 6.1.1141 Released

altiris Software Delivery Solution for UNIX and Linus 6.1.3006 6.1.3008 Released

Altiris Software Delivery Solution for Windows 6.1,1058 6.1.1058 Releazed

Altiris Software Wirtualization Saolution 2.1.2089 Released

altiris Task Management Pack 6.0.1033 Released

Altiris Task Server 6.0.1356 6.0.1356 Released

altiris Wireless Security Solution 6.0.357

Altiris Wise Toolkit 6.1.3 6,13 Released —
& Done [0 [ [N3Localintranet
Bstart| |(@ & A S | [2]192.168‘1.125-Vlrtua\I‘.‘”W | FE 1e2pn

Once these solutions are installed you are ready to roll out the Altiris agent to your ESX servers.
Using the Network Discovery tool in the Altiris Console is the easiest way to identify which servers
are in your environment so you can then remotely push the agent to them.

Access Network Discovery from the console menu bar by clicking View - Configuration. In the
tree view, click Configuration > Solution Settings > Network Discovery.

5 :: PATCHING VMWARE'S ESX SERVER WITH ALTIRIS




You can enter a single IP address as a seed device or multiple IP ranges. Network Discovery can
also scan subnets for computers that respond on the SSH port.

EIE]
Eile Edit Yiew Favorites Tools Help ‘ l.:'
Qback » O - [ (@) | Pseach e raies £ ] (00 5
Address [ hepsjflocalostlirs/onsolef H8e

altiris' console

Home Y¥iew Manage Tools Reports Configure Help >

Corfiguration Network Discovery Group

4 Choose to discover bazed on a device ssed or a'rangs of addresses to scan,
T Altiris Agent

< 0 v s ene [pefait S oy
# [ Server Settings Description:
(= [ Solutians Settings

@ Altiris Cansole 6.5

# [ Assets and Inventary

1 CMDB Solution J
1 Connectars
1 Deploy and Migrate 8 de
1 Incident Management
[T Inventory Rule Management 1P address:
1 Monitoring
= [ Metwark Discovery

Default network discovery scan group policy d

E

Method | Schedule | Include Exclude Part Scan SHMP/ICMP Advanced |

@ pddress ranges:

5 [ Sean Groups ’_ Starting IP Address Ending IP Address
€14 Default Scan Group bl 192.168.1.100 182.1688.1.110
T Device Classifications 192.168.1.125 192.168.1.125

4T Discoversd Devires

§T Network Discovery Settings
B [ Platform Administration
[ RealTime Console Infrastructure

® [ Software Management
! Add|  Rernove
4T Licensing

4T Upgrads|Install Additional Solutions

Favorites =

B [ My Favorites
E Altiris Console Home
@] Helpdesk worker Console srnbe | rancal | =

2] Done [T T [ 83 Locel intranet
distart| | (B @& (4 5) | G 192.166.1.125 - Virtusl 1. || & Altiris Console 6.5 - M... W LD 11017 P

Running the discovery will create a list of devices that the Altiris server has identified. You can then

use the console to push the Altiris agent out to the computers you select or you can pull the agent
to install onto each server individually.

Access the Altiris Agent Rollout screen by clicking View = Configuration from the menu bar. Then

click Configuration - Altiris Agent - Altiris Agent Rollout - Altiris Agent Installation. Select
your server(s) from the list and then click Install Altiris Agent.
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= =151

Ele Edit ¥iew Favorites Tools  Help | #

@Bk = 3 x 1 @ o] ) seach Trramies @ | (00 L 5

Address [&] hetp: flacahost akiris/Console] EI>
altiris' console seslfiost © DELLMBNT R drhinistrstor =/ /- OV IEmaa—

H-ome _\'i-eﬁ Manage To;:l; ﬁ;.pnrts Eont;l-gure- Heip > ) - ) —

s &

-

|2 altiris Console 6.5 - Microsoft Internet Explorer

= @ Configuration i L=

[ Altiris Agent Altiris Agent Installation
# [ Altiris Agent Configuration — -

= [ Altiris Agent Rolout ‘ Install altiris Agent | Install Altiris UNIX Agent | Install altiris Macintosh Agent ‘
& [ Handhelds

& 8 Ungrads et o biss Add Select Computers... |

BB Lpiearks Aceit o LN pnd Tinigg Name 0OSName OSVersion |IPAddress |Action Status

B Al Computers with Altiris Agent ver Dell_PESED Vhiware ESx Server 301 1921681125  Connect(SSH, Telnet)
Of Al Windows Computers Requiring A

O} Al windows Computers with N3 & 8
OF Al windows NT/2000/5P 2003/ Vist:
oY aliris Agenk Installation
@@ Altiris Agent Package
0 altiris Agent Upgrade
| [ Altiris Agent Uninstall
1 [ Macintosh Packages
# [ UNI% Packages
& [ Console Settings ::;Z :b:flluf £ e T

D Besoice i setings Install altiris Agent | Install Settings... I Simultaneous tasks |5 ¥
[ Server Settings

= [ Solutions Settings

®
®

Wiew Remote Connection Logs

s Altiis Consale 6.5 URL of download page for UNIX users

# [ Assets and Inventary -

[ CMOE Solution Select Platform; |Linux B

@ [

f' —I Conrertors |http://de\\mgnt/AItms/Unlegentmltlr\sumxAgentDownIDad.aspx?ld:ss Show me this page

# [ Deploy and Migrate =
<l ¥ Mote to users on cornputers running UNIX or Linusx: Users maust be administrators of their computars in order ta install this pack
F. ite: b4
IR Apply Cancel

= (= My Favorites -
B altiris Consols Home

@] Helpdesk Wworker Console 4 ] ;l_l

&) [ @[ [ [ Ndiocalintranet
istart| | [ & ) ) | () 192.168.1135 - virtusl ... || £ Altiris Console 6.5 - M... W G 18P

For more information about installing and configuring agent deployments, refer to product
documentation.

For the latest information about the Altiris agent for UNIX and Linux, visit
http://www.altiris.com/upload/altirisagentlinuxunix_002.pdf.

For the latest information about Software Delivery Solution, visit
http://www.altiris.com/upload/swdeliverylinuxunix_sp1.pdf.

DOWNLOAD ESX PATCHES FROM THE VMWARE SUPPORT SITE

VMware maintains a support area of their site

(http://www.vmware.com/download/vi/vi3 patches.html) dedicated to VI3 patches. From this site
you can download (one at a time) required patches based on the ESX version you are running. You
have two options for downloading the patches from this site: (1) you can individually download
them or (2) you can use third-party freeware products that will connect to the site and download all
of the patches for you.

It may make sense to pick and choose which patches you will install by reviewing the list and then
downloading only the ones you need. At the same time, it may be impractical to individually
download the 58 patches currently available for ESX 3.0.1 or the 22 patches currently available for
ESX 3.0.2.

Many users do not think it is practical to only be able to download one patch at a time. Xtravirt.com
provides a download utility

(http://www.xtravirt.com/index.php?option=com remository&ltemid=75&func=fileinfo&id=12) that
allows you to download all of the patches for a given version with one command line execution.
Xtravirt includes detailed instructions about how to automate the downloading of patches by
scheduling their utility to run on a regular basis.
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There is an advantage using this method: You can completely automate the patching of all of your
ESX servers. First, you automate the downloading of any new patches found once a week. Next,
as we discuss later in this document, you will create a Software Delivery Task that runs on a
schedule for a given Software Delivery Package against a pre-selected collection of ESX servers.
You can schedule the downloads and then pick subsets of ESX servers where once a month they
automatically go into maintenance mode (that is, they safely migrate VMs to another host) and then
apply any new patches that have been found. Through schedule waves you repeat the same
process for all of your subsets of ESX servers.

Here is an example of how Patch Downloader provided by xtravirt.com looks:

BEE

E:~>PatchDownloader.exe 382.c:“mypatches.no.true

PatchDownloader U2.1
Copyright Htravivt

etting Download Type for ESX 3.8.2

Reading UMuware Uebpage to obtain list of patches
Ohtaining Page Contents — no Proxy

Setting Download Location For Patches To c:smypatches
hecking for *~' on c:mypatches

Adding ’~’' to c:smypatches string

iChecking for folder existence: c:wmypatches™

Folder c:smypatches™
Doesn’'t Exist. Creating
r Created
ing Links to the ESE 382 Patches From UMware Webszite
p:s~dounload].vmnware .con/sof tware vi~ ESX-1082086 . 2
:/sdounload3 _umware .conssof tware v i/ESX-1002687 .
:/7dounload3 . vmware .conssof tware vi-/ESK-1002088 .

://dounload3 _umuware .com/sof tware /vi/ESK-10020A89 .

:/7dounload3 . vmware .conssof tware vi-/ESH-10020%6.
://dounload3 _umuware .com/sof tware/vis/ESK-1001724.
:/7dounload3 . vmware .consof tware vi/ESK-1061725.
t/7dowunload3 .umware .comssof tware vi/ESK-1001726.
:/vdounload3 . vmuware .con/sof twarevi/ESX-1001727.
t/7download3 .umware .comssof tuware vi/ESK-1001728 .
:/vdounload3 . vmware .conssof tware vi~/ESX-1001729 .
t/7dowunload3 .vmware .comssof tuware vi/ESK-1001736.
:/sdounload3 . vnware .conssof tware vi/ESX-1001731 .
s/7download3 .vmuware .comssof tuware-visESK-1801732 . tqg
:/sdounload3 . vnware .conssof tware v i ESX-1061735.

Initiating Downloads
Found Downloadfiles Function

iChecking: c:mypatches~\ESK-1882086.tg=
c =~ mypatches“\ESX-1802086 .tg= Doesn’'t Exist
Downloading File: c:“mypatches“\ESK—1882886 .

CREATE A SOFTWARE DELIVERY PACKAGE

Creating a Software Delivery package is the process of bundling the files you want pushed out with
the logic of how to process those files on the receiving computer. In the example of patching an
ESX server, creating a Software Delivery package would require gathering the patch files and then
defining the command line to install those patches once they have been pushed to the ESX server.

Building the Package
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From the menu bar in the Altiris Notification Server console, click View = Solutions >
Software Delivery.

In the left tree pane, expand Software Delivery - Packages.
Right-click on the UNIX item, click New - UNIX Package, and then configure the form to

your desired settings. In the Package tab (see screenshot below), specify the basic
properties of the package: Name and File Location.

’3 Packages - Microsoft Internet Explorer = ;!_El.lﬁl
File Edit W¥ew Favorites Tools Help ‘ '.f;

QBack = &3 - [x] 2]

¢ |,: Sgarch - Favorites {‘_’l e B

Address [ ] htpy flocalhost faltiisjUnixsw{Packagefparkages?  aspxPviewType=treatesfolder Guid=afaf afaf-2047-420h-82bb- 347249109 1 | &TreaGUId=AFAF AFAF- 1502-4c05-5d50-3f5: = | Go

Language: |Eng\ish

Yersion:
Package source:

Package location: |E:\ESX301PatchBunde_all

Package files will be deleted from the client computer if unused for: |l week ﬂ

= |
T W gt e |
J Package | Programs | Advanced
Narne: |allES®301Patches
Description: [This package represents all of the ESX 3.0,1 patch files |
I
Publisher: IA\t\rls Admin

[r.0

|Access package from a local directory on the NS computerj

Browse... |

The total package size at this location is 876,422.17 Kb

Apply I

Cancel Update Distribution Points

i@ Dane

=
S e

Setting Up the Program

1.
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To specify how the files will be processed once they are pushed to the server, click the
Programs tab at the top of this screen.




2. Fillin the basic fields here with your desired settings. The most important field on this
screen is the Command Line field, which defines how the patches will be installed. Type
all of the actions or commands that you would normally be doing on the ESX server into
this field. For example, if the first thing you would do is to make a directory and copy all of
the updates to it, then your command line would start as follows: mkdir
/var/updates; cp * /var/updates (no quotes necessary for these two
commands).

We recommend that you use a shell script to install all of your patches. This offers the
most control while also simplifying the command line. The shell script also allows you to
loop through and install multiple patches.

i3 Packages - Microsoft Internet Explorer i = 3]
File Edt Yew Favortes Tods Help | &
(Qrak - D - [ B | P search SrFavmies @] (37 B
Address |e_1 http:f,i\oca\hosth\tir\sp’Un\xSWDp’PackageﬂpackagesZ.aspx?wewTy'pa:create&foIderGuid:afaFaFaf-2047-42db-Bth-34FF2491091I&TraeGuid:AFAFAFAF-ISDZ-QCUB-BdBU-SFS-j Go
j -
- W g o | =
‘ Package | Programs | Advanced
Program
|AIIE5><Eﬂlpat:hesprngram j MHew | Delete
Mame: |A\IESXBDlF‘atchestgram
Description: This program specifies how [ will install the files once they are pushed to the server. =]
Key file: |3.0.1\ES%-1000073.t9z x| [Gzip archive x|  Suggest
Working directory: |3‘D.1
Command line: |mkdir Jvarfupdates; cp * fvar/updates; /bin/su -lc "/varfupdates/ES®PatchUpdate.sh"
Uninstall command line: |
When error code is: <>
Terminate after: 360 minutes
Apply | Cancel I Update Distribution Points
=
|&] pone ’_’_’_’_’_ %J Local intranet A

Note that you can suppress the reboot until all of the patches have been installed inside of
your shell script. At the end of the script you can trigger a reboot or you can simply add
reboot” to the end of the command line displayed in this screen shot.

3. Click Apply and close the window.

For more information, view the Software Delivery for UNIX and Linux documentation at
http://www.altiris.com/upload/swdeliverylinuxunix_sp1.pdf.

CREATE A SOFTWARE DELIVERY TASK (SCHEDULE)

The Software Delivery Task is where all the pieces come together. This process includes
associating a package you’ve defined to a collection of ESX servers and then scheduling it for
delivery.

Building the Task

1. From the menu bar in the Altiris Notification Server console, click View - Solutions >
Software Delivery.
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2. Inthe left tree pane, expand Software Delivery > Tasks > UNIX - Software Delivery
Tasks.

3. Right-click on the Software Delivery Tasks item and then click New - UNIX Software
Delivery Task.

4. Click the Enable checkbox and then fill in the Name and Description fields with
something relevant to you.

J General | Advanced | Status |

=
| ¥ Enable {currently enabled) |
MName: |De|iver\; Al ES®3201 Patches
Description: This S0 Task will be responsible for pushing ES< 301 patches out to a collection |

of ESX servers, =1

Prigrity: INurmaI 'I

5. Click --- Select a Package --- and then choose the package you just created.

ckage Selection Dialog -- Web Page Dialog

Select the package from the package tree

Package Folder: Package :
Y R T —
& UNIZ Package nama AlESK201Patches
& ESxPatchBundle2 Package description This package represents all...
ol 3

P ath B1 Package location E\ESH301PatchBundlz_all

& Sample UNI Package

Ok | Cancell

6. Click OK.

7. Click --- Select a Collection --- and then choose which grouping of ESX servers to apply
the Software Delivery Package to.
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Collection Selector -- Weh Page Dialog

Collection Selector

2 |
= 23 UNIK Computers =
- D 1 Al

-] 21 HP-Ux J
-] 2 Linue
[#
b

/-] 21 Solariz

A 21 Yiware

-] 0§ AllAl% Computers

-] 0§ Al HP-U [lAB4] Computers
-] 0§ AlHP-U= [PA-RISC) Computers
-] 0§ Al HP-Ux Computers

-[]0F Al Lirux Computers

-] 0F &l Solaris [SPARC) Computers
-] OF &l Solaris [x85) Computers
-] 0§ Al Solaris Computers

-] 0§ AN UNES Computers

-] 0§ Al UM Computers [excluding 'Fackage Servers']

- [F] 0§ AlVMware ESx Servers _ILI
s :

o 1 L INCN T P A

KN _ |

Apply Cancel

Note that you can create your own collections; you do not have to rely on the default
collections offered by the Notification Server.

8. Click Apply.

9. Scroll down and specify the schedule. The default settings have it running as soon as the
package is pushed down and only one time. If you want to schedule the task to run on a
recurring basis, check the Run on a schedule: checkbox and then the No schedule has
been defined link. This will open a standard scheduling screen.
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Run
This task will...

= Manual
IV Run as soon as computer is notified {only runs once)

% 0n a schedule
[ Run on a schedule:

At the designated time the server should...
Power Lp tf r (inak fiy

iy Lafly
" Immediately natify each computer of task

When this task becomes available...
IV User can run this task immediately

Prior to running...
[ Use Recovery to backup the computer,

Removal
[ Remave this task after successful install

Availability

09 Movember 2007 12:00 AM ;] |and Mawver Expires_v_i

icd using the Server's time

From

10. Click Apply.

11. To view the servers to which tasks have been applied, click the Status tab.
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General | Advanced | Status |

Yiew details about the execution of this task on the client computers.,

Display computers on which this task ran: !Last 3HH] 'I O

Computer Name |Status |Attempt Time
Dell_PE&E0 Success  9/6/2007 1:20:35 PM

' f
E:;:: :h:flln ! Rows per page: IAII vi




Conclusion

Altiris Software Delivery for Servers offers a simple, repeatable approach to maintaining the ESX

servers across your datacenter. Altiris supports VMWare ESX as a managed platform and offers

many different benefits to VMware administrators, including standardized, bare-metal deployment
of virtual and physical servers, inventory, compliance, and so on.

Consult the resources below to learn more about how Altiris solutions support of VMware.

Additional Resources

For more information, visit:

e Altiris/VMware alliance
http://www.altiris.com/vmware

e  Product guide for Altiris Software Delivery for UNIX and Linux
http://www.altiris.com/upload/swdeliverylinuxunix_sp1.pdf

e Product guide for Altiris agent for UNIX and Linux
http://www.altiris.com/upload/altirisagentlinuxunix 002.pdf

e ESX patching in action (video)
http://ibase.altiris.com/resources/dell/videos/ESX301PatchDelivery.wmv
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Appendix A: ESXPatchUpdate.sh

This shell script below was tested during the writing of this white paper. There are a couple of
“counter” issues, but it is fully functioning. This script is available on the VMTN forum site and is
also hosted at rtfm-ed.co.uk under the Free Tools section (http://www.rtfm-ed.co.uk/?page id=343).
This is an excellent site for in-depth knowledge on virtualization.

#!/bin/sh

#

# ESX 3.0.1

#

# Purpose: Script to apply ESX 3.x patches

#

# Author : MichaelJKnight@gmail.com

# Version: 1.0

# Release: 09/03/2007

#

#

# Purpose: Manage patch bundle

#

# Patched: luigi.berengan@email.it

# Version: 1.1

# Release: 15/04/2007

#

# No warranty is provided with this script, test and use at your own risk
# This script is freeware, please contact me with any bugs.
#

# Ensure ESX Patches have been MD5SUM checked and precopied into
/var/updates.....

if ["vmware -v | grep -i "Server 3." | wc -1 -eq 0 ]
then

echo

echo This script requires an ESX 3.x platform, this server is on
echo

vmware -v

echo

echo Exiting.

echo

exit

fi

list="1s /var/updates/ESX*.tgz 2>/dev/null | wc -1
if [ $list —ne "0O" ]

then

pcount=0

cd /var/updates/

for 1 in “1ls -1 ESX*.tgz 2>/dev/null | awk '{ print $9} '
do

# Now expand each patch found into its corresponding folder

let "pcount = $pcount + 1"

echo

echo Found patch $pcount $i
echo Now expanding....$i
echo

tar -xvzf "$i"
dirpatch="echo $i | awk -F\. '{ print $1 }'"

nptchbnd="1s $dirpatch | grep 'ESX-' | wc -1°
if [ $nptchbnd -gt 0 ] ; then
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echo

echo Now moving single patches from $i patch bundle
mv $dirpatch/ESX-*

rm -rf $dirpatch

let "pcount = $pcount + $nptchbnd"

let "pcount = $pcount - 1"

fi

done
rm —-rf /var/updates/ESX*.tgz
# Start creation of patch bundle script....

esxpatches="1s -d /var/updates/ESX* 2>/dev/null | wc -1

echo "#!/bin/bash" > /tmp/patchbundle.sh

#echo "export PATH=S$PATH:/usr/bin"

#echo "export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/usr/lib/python2.2/site-
packages:/usr/1lib"

echo "# Start of patch bundle of S$esxpatches ESX Patches " >>
/tmp/patchbundle.sh

chmod +x /tmp/patchbundle.sh

echo

echo Found $esxpatches ESX patches in /var/updates/

echo

# Cycle through patches and determine release date and then set
# datestamp on patch directory to ensure patch sequence is in release date

order.

cd /var/updates/

for i in “1ls -ltr ESX-* 2>/dev/null | awk '{ print $9} '°

do

tstamp="cat /var/updates/$i/descriptor.xml | grep "<releasedate>" | cut -
£f2 —-d">" | cut -f1 -d"<"°

echo

echo Patch $i release date is S$tstamp

echo

touch /var/updates/$i —-d"Ststamp"

done

# Update patch bundle script with patches now in release date equence....

pcount=1

echo

for i in “1ls -ltr 2>/dev/null | awk '{ print $9} '°
do

echo Sequencing $i into patch bundle script

echo cd /var/updates/ echo $i |cut -fl -d. ">> /tmp/patchbundle.sh

echo echo ' “date +%e/%m/%y" "$H:%M:%S’ ' "Patch “echo $i |cut -fl1 -d. ~ °
echo $pcount of S$esxpatches ° Installation Started " >>

/tmp/patchbundle.sh
echo "/usr/sbin/esxupdate -v 20 -n update" >> /tmp/patchbundle.sh

echo echo ' “date +%e/%m/%y" "$H:%M:%S° ' "Patch “echo $i |cut -fl1 -d.
Installation Completed " >> /tmp/patchbundle.sh

let "pcount = $pcount + 1"

done
echo "# End of patch bundle" >> /tmp/patchbundle.sh

echo
echo Applying patches, please wait....
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echo
/tmp/patchbundle.sh
# Tidy up post installs

rm -rf /tmp/patchbundle.sh
rm -rf /var/updates/ESX*

echo
echo All S$esxpatches patches applied. Schedule reboot asap..
echo

else

echo No ESX Patches to be applied...

fi
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